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Abstract

In dynamic runtime environments, like ooRexx applications, guard-
locked multi-threaded applications may be deadlocked for many
reasons. Breaking deadlocked code may yield the location of a
deadlocked instruction but may not allow for identifying other
deadlocked threads such that the causes may be difficult or even
impossible to locate. With the introduction of collectible TraceOb-
Jject instances in ooRexx 5.1, a new infrastructure becomes available
that can be put to work for identifying guard lock-related deadlocks
on any number of threads. This article introduces the principles
for creating TraceObject trace logs that can be externalized (e.g.,
encoded as JSON or XML text files) and internalized later as the
originally ordered collection of trace objects for analyzing and pro-
cessing purposes. The ooRexx guard lock-based multi-threading
rules can then be used to develop an algorithm to identify all dead-
locked program instructions "post immobilization," analyzing the
TraceObject trace logs and supplying information about the affected
objects and threads.
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1 Introduction

ooRexx (an acronym for open object Rexx) is an open-source, dy-
namic, and dynamically typed programming language that was
originally created by IBM to add object-oriented programming
concepts to the then-popular IBM REXX scripting language [2]. In-
fluenced by SmallTalk, ooRexx implements the message paradigm
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that conceptually reduces programming with objects to communi-
cating with them by sending them messages [4][5]. Conceptually,
the receiving objects then will look for a method by the same name
and invoke it, supplying any arguments received with the message
and returning any result the method supplies to the caller. To allow
for messages, ooRexx supports message expressions that consist of
the receiver, the message operator ~ (tilde), and the message name.
ooRexx supports method chaining and method cascading (using
two tildes, ~~, as the message operator) [7].

ooRexx allows for multi-threaded execution of methods that can
be either initiated by sending messages asynchronously or with the
keyword instruction REPLY. Using the the keyword instruction will
return from a method invocation and reschedule the remaining in-
structions to be dispatched on a different thread. Access to methods
of a specific class (scope) is controlled by a guard lock, which, by
default, is used to execute methods of a specific class (scope) sequen-
tially. The guard state of a method can be changed from guarded to
unguarded and vice versa, either by defining the method guarded
or unguarded, but also at runtime with the GUARD keyword state-
ment that may carry a condition using object variables (attributes)
as control variables [3].

Running multi-threaded ooRexx programs may arrive at states
that cause deadlocks like in any other programming language. As
the synchronization is carried out by the ooRexx runtime system
and the dependency of holding the guard lock of methods of a
specific class (scope) can be influenced by programmers, it may not
be easy to find the locations that are involved in a deadlock. As
with other programming languages, for instance Java, approaches
for detecting deadlocks through runtime analysis are required [1].

This article first introduces in section 2 the ooRexx guard lock-
based access of methods and explains the guard lock rules in a little
bit more detail to become able to assess and understand potential
deadlocks. Using the REPLY keyword statement, a simple deadlock
example will be depicted. Section 3 briefly introduces the new
TraceObject class in ooRexx 5.1.0 that, for the first time, makes all
relevant runtime (monitor) related information available. In section
3.1, TraceObject’s built-in ability to monitor and collect trace objects
at runtime is exploited to create trace logs that can be analyzed
and annotated for deadlock locations. Section 3.2 suggests running
programs that deadlock, getting at their trace log, and analyzing
it to add runtime-related annotations to determine the blocked
instructions. Finally, section 4 concludes this article.

2 Multi-threading in ooRexx

Multi-threading in ooRexx can be kicked off by sending messages
asynchronously or by employing the REPLY keyword statement in
a method.
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Messages in ooRexx can be dispatched (sent) synchronously on
the same thread and asynchronous on a separate thread, spinning
off multi-threading execution. The ooRexx Message class offers
the methods "send” for synchronous and “start" for asynchronous
dispatch. The message object can be used to inspect the current
state of execution of an asynchronous message, whether it has
been completed, or whether an error condition got raised during
execution, fetching the result, or simply waiting (synchronizing)
until an asynchronous dispatched method concluded its work.

Alternatively, the root class Object’s "start"method can be used to
dispatch a message asynchronously, returning the created message
object to allow for monitoring and interacting with it.

When interacting with an ooRexx object from different threads,
methods of the same class ("scope") are guarded by default, such
that only the guarded method holding the guard lock gets executed,
thereby serializing the execution among all guarded methods of the
same class ("scope”). Such serialization implies sequential access
to attributes (object variables) by different methods of the same
class as well. This simple but effective mechanism ensures that by
default, multi-threaded execution of guarded methods of the same
class (scope) have their object variables (attributes) protected from
concurrent updates that could otherwise jeopardize their integrity.

Methods can be explicitly defined as unguarded, such that their
execution on a different thread will always be possible, even con-
currently to guard lock controlled, i.e., guarded methods.

The ooRexx REPLY keyword instruction available in methods
can be used to return control to the sender, optionally returning
a result such that the sender can continue to run on the same
thread. After the executed REPLY keyword statement, the remaining
method instructions will be rescheduled for execution on a new
thread. If that method’s state was unguarded, then it may have to
wait on the guard lock if trying to acquire it, as, in the meantime,
another guarded method in the same class on a different thread
could successfully acquire the guard lock.

The ooRexx GUARD keyword statement enables a programmer
to change the state of a method at runtime with the GUARD OFF
instruction from guarded to unguarded and with the GUARD ON
instruction from unguarded to guarded. The GUARD keyword in-
struction can only be executed if possessing the guard lock. It is
possible to add to the GUARD keyword instruction a condition that
must be met before being allowed to be carried out, using attributes
as control variables in that condition. A GUARD instruction waiting
on a condition to turn true will be reevaluated each time any of
the attributes evaluated in the condition change their value from a
method running in another thread.

Possible causes for guard lock-related deadlocks among methods
of a specific class can be:

e an unguarded method cannot obtain the guard lock for run-
ning a GUARD instruction because another method does not
release it,

¢ along-running (e.g., forever loop) guarded method possess-
ing the guard lock does not yield it with GUARD OFF such
that other guarded methods of the same class waiting on the
guard lock on different threads do not get it,

o the condition with "GUARD ON|OFF WHEN condition" does
not turn true because no other method changes any of the
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attribute values used in "condition" such that the condition
gets re-evaluated.

Listing 1 depicts a very simple example of a deadlocking ooRexx
program, originally devised by Jean Louis Faucher for his experi-
mental ooRexx interpreter named "executor” [6]. In this example,
the keyword instruction REPLY in line 10 causes a deadlock.

Listing 1: deadlock.rex” ooRexx program

1 o = .Clz~new

2 call syssleep 0.5

3 o~m2 -- wake-up ml

I say "done."

5

6 ::class Clz

7 ::method init guarded method
8 expose a exclusive access
9 a =0

10 reply
11

12 self~mil -- still guarded
13

14 ::method ml -- guarded method
15 expose a -- exclusive access
16 a =1

17 guard off -- unguard ml method
18 say "ml method: unguarded"”

19 guard on when a <> 1
20 say "ml method: guarded"”
21
22 ::method m2 -- guarded method
23 expose a -- exclusive access
24 a = 2 change attribute

Using the standard runtime monitoring capabilities of ooRexx
employing the keyword instruction "TRACE results" yields the
output shown in Listing 2.

Listing 2: TRACE output of ”deadlock.rex” (Listing 1)

>I> Routine "deadlock.rex"

1 x-% o = .Clz~new

>I> Method "INIT" with scope "CLZ"
8 *-* expose a -- exclusive access
9 x-% a = 0

>>> "

10 *-* reply
<I< Method "INIT" with scope "CLZ"
>>> "a CLZ"
2 *-% call syssleep 0.5
>I> Method "INIT" with scope "CLZ"
12 *-%x self~ml -- still guarded
>I> Method "M1" with scope "CLZ"

15 *-% expose a -- exclusive access

16 *-% a = 1

>>> "
17 *-% guard off -- unguard ml method
18 *-* say "ml method: unguarded"

>>> "m1 method: unguarded"

m1 method: unguarded
19 x-% guard on when a <> 1

>K>  "WHEN" => "o"
>>> "o"
3 %-% o~m2 -- wake-up ml

>I> Method "M2" with scope "CLZ"

Although a relatively simple example, it is very difficult from List-
ing 2, if not impossible, to understand why and where the program
in Listing 1 above deadlocks.
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3 The TraceObject Class

Figure 1 depicts the TraceObject class introduced with ooRexx 5.1,
which makes all runtime monitoring-related information of ooRexx
programs available for each traced instruction. TraceObject sub-
classes StringTable, a directory-like class.

TraceObject
subclass StringTable

class attributes

+ collector = .nil

+ counter <<getter>>
- counter = 0

+ option = 'N'

class methods

+ activate

+ new: traceObject

- makeStringImpl(traceObject): String
+ setMakeSiring(makeStringMethod)
+ unsetMakeString

instance methods

+ compareTo: -1 |0 |1
+ makeString: String

Figure 1: The TraceObject class

Each TraceObject instance may contain the following entries:

e ATTRIBUTEPOOL, an identifier (a string prefixed with A)

o HASSCOPELOCK, true or false (if true, depicted with an asterisk
in a string)

e INTERPRETER, an identifier (a string prefixed with R)

o INVOCATION, an identifier (a string prefixed with I)

ISGUARDED, true or false (if true, depicted with a G, else with

U in a string)

NUMBER, a sequential number

OPTION, the trace option in effect

RECEIVER, the receiver object

SCOPELOCKCOUNT, a number (a string prefixed with L)

STACKFRAME, the StackFrame object

THREAD, an identifier (a string prefixed with T)

TIMESTAMP, a DateTime object of the trace object creation

TRACELINE, the trace line to display (a string)

VARIABLE, the traced variable (a StringTable with the entries

NAME, VALUE, ASSIGNMENT)

If the monitored instruction is part of a method, additional entries
will get added, informing us about the object that invoked the
method, the (class) scope of the method represented by its attribute
(object variable) pool id, and more.
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3.1 Trace Logs

The runtime monitoring for analyzing potential deadlock locations
depends on the ability to create trace logs, i.e., collecting all gener-
ated trace objects during the execution of a program that becomes
immobilized due to deadlocks.

Directly calling a program that deadlocks may not be a good
idea, as it might be the case that the caller will get immobilized
as well if the called program does not return. Listing 3 outlines a
Rexx program that will be able to run a deadlocking Rexx program
and collect all of its trace objects to create a trace log that can be
analyzed. The program will accept the name of a Rexx program
to be runtime monitored, read that program source into an array,
and append the directive instruction : :OPTIONS TRACE RESULTS
to the source, which will activate runtime monitoring among the
entire program. The program then dynamically creates a Routine
object from this edited source that can be run anytime.

The class attribute "option" of the TraceObject class gets set to
"Probe"” to inhibit any output of trace lines from this moment on.
Also, the class attribute "collector” of the TraceObject class gets an
array assigned, which will get all created trace objects appended to
it from that moment on. This array represents the trace log of any
traced program as long as TraceObject’s "collector” attribute refers
to that array object.

Listing 3: "runner.rex”: create trace logs

parse arg fn fetch file name
arr=getFileAsArray (fn)

1
2
3 -- global
4
5

argument

trace

arr~append (" :: OPTIONS TRACE RESUSLTS")
f arr)
6 .traceObject~option="P"
7 traceLog=.array~new

8 .traceObject~collector=traceLog
9 msg=r~start("call") call
10 do while \msg~completed, time( 'elapsed')<2 2
11 call sysSleep 0.1

12 end

13 say "msg~completed:" msg~completed 0 (deadlocked)
14 . traceObject~collector=.nil -- stop collecting

15 . TraceObject~setMakeString (getMyMakeStringMethod () )
16 do traceObject over traceLog

17 say traceObject

18 end
19 -

r=.routine~new(fn, -— create routine

-— Probe: no trace lines

array collecting trace obj.

-— trace obj.

asnchronously

SIEICES]

cut

The program in Listing 3 sends the start message to the Routine
object with the message name call” as an argument. The receiving
Routine object will resolve the method start in its root class Object,
which will create a Message object with the Routine object as the
receiver and call” as the name of the message to send on a separate
thread. After waiting up to two seconds, the returned message
object will be used later to get state information to allow all threads
to complete if the program succeeds. Collecting the trace objects
gets stopped after waiting a maximum of two seconds by setting
the TraceObject class attribute "collector” to .nil.

The array object now contains the entire trace log of running
the program. Such trace logs can be used for analysis or for ex-
ternalizing the contained trace objects, e.g., as XML or JSON, for
documentation purposes.
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Listing 4 gives an example of a possible XML rendering of a
TraceObject instance, that includes additional information, e.g., re-
trieved from the trace object’s StackTrace entry to allow for exten-
sive post-run analysis.

Listing 4: A possible XML encoding of a TraceObject instance

<traceObject>
<option>P</option>
<number>21</number>
<timestamp>2024-07-04T15:16:53.181000</timestamp>
<interpreter>l</interpreter>
<thread>3</thread>
<invocation>4</invocation>
<name>Ml</name>
<type>METHOD</type >
<lineNr>19</lineNr>
<executableld >FFFFFDF0_49D4DE5F</executableld >
<package>deadlock .rex</package>
<receiver>a CLZ</receiver>
<receiverid >FFFFFDF0_49D3C37F</receiverid>
<isGuarded>1</isGuarded>
<currentGuardState>0</currentGuardState >
<attributePool>1</attributePool>
<target>a CLZ</target>
<targetType>a CLZ</targetType>
<targetld>FFFFFDF0_49D3C37F</targetld>
<targetPackage>deadlock.rex</targetPackage>
<scopeLockCount>2</scopeLockCount>
<hasScopeLock>1</hasScopeLock>
<isWaiting>1</isWaiting>
<scope>CLZ</scope>
<scopePackage>deadlock.rex</scopePackage>
&gt;K&gt; "WHEN" =&gt;

<traceline> "0"</traceline >

</traceObject>

3.2 Analyzing Trace Logs

This section first discusses determining where deadlocks occur and
how to identify and remedy the cause. The next section will define
an algorithm that can automatically analyze and annotate the trace
log, marking all potential deadlock occurrences, no matter how
simple or complicated the affected programs’ trace logs are.

3.2.1 Analyze, Identify and Eliminate Deadlocks. Using TraceOb-
Jject’s class method setMakeString(...) makes it possible to define
customized trace line formats. In the context of this article, the
following information will be displayed in the bracketed extended
trace prefix:

T1 represents the thread with the ID value of 1

I3 an invocation with the ID 3

G indicates the method to be guarded

A1 communicates the attribute pool’s ID to be 1 (all A1 oc-
currences represent the same instance and class scope)

L@ communicates the guard lock count to be 0

asterisk (*) indicates who holds the guard lock

If a guarded method invokes another method, the invocation
ID will increase, as will the lock number and the guard lock will
be inherited. The implementation of this customized makeString
method gets fetched and assigned in line 14 in Listing 3 above.

Issuing the command “"runner.rex deadlock.rex” uses the program
depicted in Listing 3 to run the deadlocking program. In Listing 3,
line 14 fetches a customized makeString method and supplies it as
an argument to TraceObject’s class method setMakeString(...), the
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loop in lines 15 through 17 will output all trace objects with this
customized method. The output is shown in Listing 5.

Listing 5: Output of “runner.rex deadlock.rex”

[T1 I1] >I> Routine "deadlock.rex"

[T1 I1] <I< Routine "deadlock.rex"

[T2 1I2] >I> Routine "deadlock.rex"

[T2 1I2] 1 *x-%x o = .Clz~new

[T2 I3 G A1 Lo ] >I> Method "INIT" with scope "CLZ"
[T2 I3 G A1 L1 =] 8 *-%* expose a -- exclusive access
[T2 I3 G A1 L1 %] 9 *x-% a = 0

[T2 I3 G A1 L1 x] >>> "Q"

[T2 I3 G A1 L1 %] 1@ *-x reply

[T2 I3 G A1 L1 =] <I< Method "INIT" with scope "CLZ"
[T2 1I2] >>> "a CLZ"

[T2 1I2] 2 x-x call syssleep 0.5

[T3 I3 G A1 L1 =] >I> Method "INIT" with scope "CLZ"
[T3 I3 G A1 L1 *x] 12 *-% self~ml -- still guarded
[T3 I4 G A1 L1 ] >I> Method "M1" with scope "CLZ"
[T3 I4 G A1 L2 %] 15 *-* expose a -- exclusive access
[T3 I4 G A1 L2 *] 16 *-*% a = 1

[T3 I4 G A1 L2 x] >>> "

[T3 I4 G A1 L2 %] 17 *-% guard off -- unguard ml1 method
[T3 I4 G A1 LT 1 18 x-%* say "ml method: unguarded"

[T3 I4 G A1 L1 ] >>> "m1 method: unguarded"

[T3 I4 G A1 L1 1 19 *-* guard on when a <> 1

[T3 I4 G A1 L2 x] >K> "WHEN" => "@"

[T2 1I2] >>> "o"

[T2 I2] 3 %-% o~m2 -- wake-up ml

[T2 I5 G A1 L1 ] >I> Method "M2" with scope "CLZ"

The first two trace lines reflect that the Routine object gets created
on the main thread (T1) and the first invocation (I1). The next
trace line indicates that on thread 2 (T2) with invocation 2 (12), the
program now executes asynchronously on a new thread. Invocation
I3 represents running the constructor method INIT, which is a
guarded method. The REPLY keyword instruction returns to the
caller at 12, allowing it to proceed running, while the remainder of
the INIT method instructions get dispatched on the new thread T3,
sending itself the message M1, which will invoke in I4 method M1
on T3. After setting the attribute a to one, M1 uses the keyword
statement GUARD OFF to change its guard state to unguarded and
give up the guard lock. This causes the first evaluation of the "guard
on when a <>1” to fail, as can be seen by the result *0” (false) line
24 in Listing 5 above. Subsequently, attribute a needs to be changed
from another thread to have the "guard on when a<>1" statement
is re-evaluated again. Meanwhile, in the main program in I2 on
T2, the object gets the message M2 sent, causing it to invoke I5 for
running method M2, which hangs as no more runtime monitoring
trace objects get created.

Looking at the trace log in Listing 5 above, it becomes clear that
the M2 guarded method in the A1 scope does not gain the guard
lock for A1 and waits for it. At the same time, looking closer at
method M1 for the A1 scope, one can see that the WHEN condition
in I4 on T3 does not get re-evaluated because attribute a in scope
A1 serves as a control variable and does not get changed. This is
because, for the Al scope in I5 on T2, the instruction is waiting
on acquiring the guard lock before becoming able to change the
attribute named a. Going up the invocation chain for the A1 scope
from I4 on T3 brings us to I3 on T3, where the message M1 got
sent off, revealing that the method possesses the guard lock for A1,
inhibiting I5 on T2 from gaining it. One solution in this case is to
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release the guard lock in I3 on T3 before sending the M1 message
such that later method M2 becomes able to acquire the guard lock
and subsequently becomes able to change a in scope A1, allowing in
I4 on T3 the re-evaluation of the WHEN condition once M2 returns
thereby releasing the guard lock for Al. Another possible solution,
in this case, is to define method M2 as unguarded so it does not get
blocked and can change attribute a in scope A1 in I5 on T2.

The example program in Listing 1 above is very simplistic, using
simply the REPLY keyword instruction to kick off multi-threaded
execution. In the real world, ooRexx multi-threading deployments
would be more elaborate and cause the trace logs to be much more
complicated and longer. For instance, the same classes may be
used to create numerous instances that employ multi-threading
via REPLY keyword statements or asynchronous messages, making
it practically impossible for humans to analyze such trace logs
manually at all!

3.2.2  Identify and Annotate Deadlocks. Each object (instance) wish-
ing to invoke a guarded method from a specific class needs to ac-
quire the guard lock governing all guarded methods of that particu-
lar class ("scope") for that particular instance. Each object (instance)
has its own pool of attributes ("object variables") defined for a par-
ticular class that can be shared among all the methods defined for
that particular class such that that class defines the (class) scope
and allows for guarding it with a guard lock. The TraceObject class
will maintain an identifier that is unique per object (instance) and
(class) scope and stores it under the name ATTRIBUTEPOOL”.

As guard lock-related, deadlocks can only occur if race condi-
tions occur when attempting to acquire the guard lock of a specific
scope from different threads, ordering the trace log by the attribute
(pool) identifier and threads brings all related trace objects together.
Within each group, ordering by invocation ID and within invoca-
tion groups by the sequence the trace objects got created therein
allows a simplified algorithm to be applied to identify the trace
objects that are waiting on receiving the guard lock: it first needs
to determine the effective guard state of a method within such a
group by looking for GUARD keyword instructions and evaluating
their effect. As a trace object is an instance of a StringTable, it is
possible to annotate each trace object by adding an entry that stores
the effective guard state of a method and whether it is running or
waiting.

At runtime, if a method is in the effective unguarded state, it is
always runnable unless it carries out a GUARD keyword statement
for which it needs to acquire the guard lock. If using the GUARD
keyword statement with a condition, such a method will remain in
the wait state if the condition does not yield true.

At runtime, a method in the effective guarded state is running
if it has acquired the guard lock and is waiting on it otherwise. If
entering a guarded method from a different thread without holding
the guard lock and not having any other trace objects for that
particular invocation available, then that instruction is waiting for
the guard lock. After storing the annotation’s effective guard state
and wait state, the trace log needs to be reordered by the entry
"NUMBER?”, which is the serial number of the trace object in the
trace log.

Listing 6 depicts the trace lines after annotating the same trace
log that gets created when running “runner.rex deadlock.rex” if

42

VORTEX ’24, September 19, 2024, Vienna, Austria

using a tailored makeString method that shows the effective guard
state of a method in lowercase ('u’ for unguarded, ’g’ for guarded)
if it differs from the statically defined guard state. In addition, a
capital "W’ is displayed with instructions waiting on the guard lock.
This makes it easy to spot the instructions waiting on the guard
lock at a specific point at runtime and their context.

Listing 6: runner.rex deadlock.rex” with annotation output

[T1 I1] >I> Routine "deadlock.rex"

[T1 I1] <I< Routine "deadlock.rex"

[T2 1I2] >I> Routine "deadlock.rex"

[T2 1I2] 1 *x-x 0 = .Clz~new

[T2 I3 G Al L0 1 >I> Method "INIT" with scope "C
[T2 I3 G Al L1 x ] 8 *-% expose a -- exclusive acc
[T2 I3 G Al L1 x ] 9 *-% a = 0

[T2 I3 G Al L1 x ] >>> "o"

[T2 I3 G Al L1 * 1 10 *-% reply

[T2 I3 G Al L1 x ] <I< Method "INIT" with scope "C
[T2 1I2] >>> "a CLZ"

[T2 12] 2 *-% call syssleep 0.5

[T3 I3 G AT L1 x ] >I> Method "INIT" with scope "C
[T3 I3 G Al L1 * ] 12 x-x self~ml -- still guarded
[T3 I4 G A1 L1 1 >I> Method "M1" with scope "CLZ
[T3 I4 G Al L2 *x ] 15 *-% expose a -- exclusive acc
[T3 I4 G Al L2 * ] 16 *x-*% a =1

[T3 I4 G Al L2 x ] >>> "

[T3 I4 G A1 L2 = 1 17 x-x guard off ~-- unguard ml me
[T3 I4 G u Al L1 ] 18 x-% say "ml method: unguarded"
[T3 I4 G u A1 L1 il >>> "m1 method: unguarded"
[T3 I4 G u A1 L1 ] 19 x-x guard on when a <> 1

[T3 I4 G u AT L2 x W] >K> "WHEN" => "@"

[T2 I2] >>> "o"

[T2 1I2] 3 *%-% o~m2 -- wake-up m1l

[T2 I5 G A1 L1 W]l >I> Method "M2" with scope "CLZ

In the case of “deadlock.rex,” no further trace objects get created
as the program is deadlocked because method M2 is waiting for
the guard lock and can therefore not change attribute a to allow
the “guard on when a <> 1” condition in M1 to be re-evaluated.
Going up the invocation chain to the point where the message M1
gets sent in method INIT, one can see that the guard lock is not
released before the message gets sent. Releasing the guard lock
before sending the M1 message will allow M2 to acquire the guard
lock later, as no one will hold it then.

In Listing 7, the guard lock is released with the “guard off” state-
ment before the M1 message gets sent, which solves the deadlock
and is the only change to the program shown in Listing 1.

Listing 7: ”solved.rex” ooRexx program

1 o = .Clz~new

2 call syssleep 0.5

3 o~m2 -- wake-up ml

! say "done."

5

6 ::class Clz

7 ::method init guarded method
8 expose a -- exclusive access
9 a =0
10 reply
11 guard off -- free guard lock
12 self~mil -- now unguarded
13 ::method mil guarded method
14 expose a -- exclusive access
15 a =1
16 guard off unguard ml method
17 say "ml method: unguarded"”
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18 guard on when a <> 1

19 say "ml method: guarded"

20 ::method m2 guarded method
21 expose a -— exclusive access
22 a =2 change attribute

Listing 8 shows the trace log output when running the program
in Listing 7 via the program in Listing 3. It is interesting to note
that at one particular point in time one instruction is waiting on the
guard lock with a guard condition. Later, when method M2 executes,
the change of the attribute a will cause the guard condition to be re-
evaluated and to succeed. The final three trace lines with the trace
prefix ”<I<” indicate the return from three remaining invocations
having taken place on the threads T2 and T3.

Listing 8: "runner.rex solved.rex” with annotation output

[T1 I1] >I> Routine "solved.rex"

[T1 111 <I< Routine "solved.rex"

[T2 1I2] >I> Routine "solved.rex"

[T2 1I2] 1 *x-x 0o = .Clz~new

[T2 I3 G Al L0 ] >I> Method "INIT" with scope "C
[T2 I3 G Al L1 x ] 8 *-* expose a -- exclusive acc
[T2 I3 G Al L1 * ] 9 *-% a = 0

[T2 I3 G Al L1 * ] >>> "o"

[T2 I3 G Al L1 x ] 10 *-* reply

[T2 I3 G Al L1 * ] <I< Method "INIT" with scope "C
[T2 1I2] >>> "a CLZ"

[T2 I2] 2 *-% call syssleep 0.5

[T3 I3 G Al L1 * ] >I> Method "INIT" with scope "C
[T3 I3 G AT L1 = ] 11 *-x guard off -- free guard lo
[T3 I3 G u A1 L@ 1 12 *-%x self~ml -- now unguarded
[T3 I4 G Al Lo ] >I> Method "M1" with scope "CLZ
[T3 I4 G Al L1 x ] 15 *-* expose a -- exclusive acc
[T3 I4 G A1 L1 * 1 16 *-x a =1

[T3 I4 G Al L1 * ] >>> "

[T3 I4 G Al L1 x ] 17 *-% guard off -- unguard ml1 me
[T3 I4 G u A1 Lo ] 18 *-%x say "ml method: unguarded"
[T3 I4 G u Al L0 ] >>> "m1 method: unguarded"
[T3 I4 G u A1 LO 1 19 *-% guard on when a <> 1

[T3 I4 G u AT L1 %= W] >K> "WHEN" => "o"

[T2 12] >>> "Q"

[T2 I2] 3 *-% o~m2 -- wake-up ml

[T2 I5 G Al Lo ] >I> Method "M2" with scope "CLZ
[T2 I5 G Al L1 * ] 23 *-* expose a -- exclusive acc
[T2 I5 G Al LT x ] 24 x-x a = 2 -- change attrib
[T2 I5 G AT L1 %= ] >>> "

[T2 I5 G Al LO 1 <I< Method "M2" with scope "CLZ
[T2 I2] 4 *-%* say "done."

[T2 I2] >>> "done."

[T3 I4 G u A1 LT * 1] >K> "WHEN" => "1"

[T3 14 G Al L1 x 1 20 *-* say "ml method: guarded"
[T3 I4 G AT LT x ] >>> "m1 method: guarded"

[T2 I2] <I< Routine "solved.rex"

[T3 I4 G Al Lo ] <I< Method "M1" with scope "CLZ
[T3 I3 G u A1 L@ ] <I< Method "INIT" with scope "C

43

Rony G. Flatscher and Till Winkler

4 Conclusion

This article introduced the guard lock-related rules of multi-threaded
ooRexx programs and possible reasons for deadlocks. The program
in Listing 1 is a minimal Rexx program that exercises a deadlock,
which may not be obvious. With the help of the TraceObject class
that was introduced with ooRexx 5.1, it finally becomes possible
to get the runtime monitor information needed to understand the
state of ooRexx programs in each instruction when multi-threading
is exercised.

The TraceObject class allows one to collect the generated trace
objects to analyze the state changes manually and infer the loca-
tions where deadlocks occur. Once the deadlocked instructions are
identified, it becomes possible to discover the underlying reasons
so that the deadlocks can be avoided.

The trace logs must be analyzed programmatically to identify the
deadlocked instructions in complex and massively multi-threaded
programs. Knowing the guard lock-related rules, it is relatively easy
to develop a simple algorithm that can annotate the trace logs with
the effective guard states of methods for specific attribute pools
and the blocked instructions waiting on the guard lock.

This should allow for debugging multi-threaded related dead-
locks in complex deployment scenarios like using ooRexx in the
context of JavaFX FXML-defined GUIs that get controlled by ooRexx
programs.

The experimental findings will be used to create a tool that makes
it easy for ooRexx programmers to analyze any of their programs,
exploiting the functionality offered by the new TraceObject class in
ooRexx 5.1.
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